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Introduction

Target Audience
This document describes the integration between Suprema biometric devices and Paxton Net2 Access Control
system using the Suprema Paxton Integration 2.0.

This document is intended for OEM Clients. The OEM Clients require basic knowledge of the Paxton Net2 and
Suprema biometric devices.

Features
Suprema Paxton Integration 2.0 is a middleware that allows the Paxton Net2 Access Control System to communicate
with BioStar 2, facilitating the connection to devices, which can then register a variety of credentials to users from
Net2. With Suprema Paxton Integration 2.0, you can easily setup and build the Biometric Management System for
the Net2 using Suprema biometric devices.

Suprema Paxton Integration 2.0 provides the following features.

• Enable biometrics: Not only the RFID cards and PINs but also fingerprints and face as credentials.

• Easy user management: No need to register or manage users separately because user data on Net2 Access
Control system is synchronized in real time.

• Easy enrollment and management: Allows to register the user's credentials directly from the device.

• Enterprise-level configuration: Allows to connect and manage up to 1,000 Biometric Devices.

• Enable sync with Airfob: Allows usage of the Suprema Mobile Credential, with automatic registration.

INFO

For more details on the functionality of Paxton Net2 access control system, see the user manuals for
Net2.
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System diagram

Introduction

3



Installation

System environment
Suprema Paxton Integration 2.0 operates normally in the same system environment as Paxton Net2. You can find
the minimum system requirements for Paxton Net2 at the following link and the latest download at the following
link.

Check the support conditions before installing the Suprema Paxton Integration 2.0.

Compatible systems and devices
• Microsoft Windows 10 or later

• Paxton Net2 Access Control V6.9 or later

• BioStar 2.9.0 or Later

• Suprema Biometric Device:

BioStation 3 1)

BioEntry W3

X-Station 2 1)

FaceStation F2 FW v1.1.1 or later

FaceStation 2

FaceLite

BioStation 2

BioStation A2

BioStation 2a

BioStation L2

BioLite N2

BioEntry W2

BioEntry P2

XPass 2

XPass D2

‒

‒

‒

‒

‒

‒

‒

‒

‒

‒

‒

‒

‒

‒

‒
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https://www.paxton-access.com/systems/net2/access-control-software/net2-software-compatibility-and-support/
https://paxton.info/1438
https://paxton.info/1438


USB Fingerprint Scanner

BioMini Slim 2

BioMini Plus 2

INFO

1) Set to QR as CSN for QR

‒

‒
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Installing BioStar 2

Download
BioStar 2 can be downloaded from the following link.

Installation instructions are available at the following link.

Installing BioStar 2
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https://www.supremainc.com/en/support/biostar-2-package.asp
https://kb.supremainc.com/knowledge/doku.php?id=en:how_to_install_biostar_2


Installing Paxton Net2

Download
The newest version of Net2 can be found at the following link.

Installation instructions are available at the following link.

Installing the Suprema Paxton Integration 2.0

INFO

• This section describes how to install the Suprema Paxton Integration 2.0. For more details on the
installation of the Paxton Net2 System, see the manuals for the Net2.

• The installer can be used in both Server/Client installations. For client installations, the integration
does not need to be activated.

Installing Paxton Net2

7

https://paxton.info/1438
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1. Run the downloaded setup program. (ex. Suprema Paxton Integration x.x.x.exe)

INFO

2. To continue the installation, click Next.

If prompted, select Run Anyways, we're a trusted publisher!

Installing Paxton Net2
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3. Click Next after setting a path for Suprema Integration with Paxton Net2 to be installed (Or use the default)
and check I agree to the License terms and conditions. (after reading them of course).

4. Click Install and let it install. (Select yes on the windows popup)

Installing Paxton Net2
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5. Once installed, check whether you want the Settings Editor to launch, and click Finish.

6. The integration will initially be unlicensed, You'll need a licence code (from Suprema) or an offline license file
(from Suprema). Enter this and press OK, then OK.

INFO

• The Disable Local API setting must be unchecked and OEM Client password must be known to
sync user information stored in Net2 Access Control. This is done in Net2.

• For more details on the Net2 Access Control system, see the manuals for the Net2.

Installing Paxton Net2
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7. Net2 Settings:

In Net2 Configuration Utility, you must uncheck Disable LocalAPI, so it is enabled, this may restart the Net2
Service. In new versions, this has changed to Enable Local API, on these versions, check this.

In the Net2 Client, the OEM Client password must be set and used in the next section.

Below is the view of the Settings Editor, this will allow you to edit the settings of the integration, as well as
adding devices.

Installing Paxton Net2
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Installing Paxton Net2
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8. Paxton Net2 Login Details:

The Paxton Net2 login section (Username and password) will need the OEM Client values generated from the
earlier step (From Net2), the Paxton Base setting is the web address of the Net2 API, this can be left as
https://127.0.0.1:8443 if the machine that you are installing on is the Net2 server, if the machine is not the Net2
server, this needs to be set as the specific IP of the Net2 server. You can test the connection using the Test
Paxton Net2 button. There is also Sync Specific Departments, this can be used to only sync specific
departments.

Installing Paxton Net2
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9. BioStar 2 Login Details:

This section requires the Login Details (Username and password) of BioStar 2, If BioStar 2 is not installed, the
next section will go over basic installation, BioStar 2 is easiest installed on the same PC as the Net2 server,
where the BioStar 2 Base can be left as https://127.0.0.1:443 (This is the location of the API server of BioStar 2), If
BioStar 2 is installed on a separate PC, this will be the IP address of that specific machine. You can test the
connection using the Test BioStar 2 button.

Installing Paxton Net2
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10. Suprema Mobile Credential Login Details:

This section requires the login details of the Suprema Mobile Credential Airfob site, this is separately setup at
the following link. The email and password will be the login info that has access to the site, MC Site ID can be
found from the Airfob portal, under Settings → Site. MC Base should always remain the same, this will only
change if the API of Airfob changes. You can proceed to test the login information at the bottom, it will alert if
the username/password is wrong, as well as separately alerting if Site ID is wrong.

Installing Paxton Net2
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https://portal.airfob.com/en


11. In Configuration Settings, the different settings of the integration can be enabled/disabled.

Installing Paxton Net2
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Settings

Add device by IP
You can use this button to add devices to BioStar 2, devices can also be added via the normal BioStar 2 UI.

INFO

1. Click .

2. Either UDP or TCP can be selected. UDP will scan local subnet only.

3. TCP Search:

IP address will be entered in first box, device name will be entered in the second, Add TCP Device will then
attempt to add the device to the system. If you wish to just name the device as its Device ID and IP Address,
leaving the desired device name blank will populate this with the default. If the device cannot be contacted, an
error will display.

This button requires valid BioStar 2 Login data to be entered within the login section.

Settings
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4. A successfully added device will show the following:

5. For UDP search, it will display a message while searching:

If devices are found, they will then display in the selection box, this allows you to select a device and to enter a
device name into the box, if no name is entered, the device will be added with Device ID and IP Address as its
name.

Success will then appear if the device is added successfully.

Skip Enroll User Success
This option when clicked will set BioStar 2 to ignore the Enroll User log from device, this can help prevent against
database bloating.

Settings
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Set Default Wiegand
This setting will try to automatically apply the default Wiegand format that Net2 uses to all devices in BioStar 2.

INFO

1. Click .

2. A loading bar will appear at top of Settings Editor.

With the prompt below at the bottom.

3. Once completed, the following will display if successful, if not successful (For example, if device is not
connected to BioStar 2), an error will display instead.

This button requires valid BioStar 2 Login data to be entered within the login section.

Settings
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Register all devices to Mobile Credential
This will register all devices connected to the system to the Airfob Mobile Credential, first by uploading the site
details to BioStar 2, then going through the device list to apply to devices.

INFO

1. Click .

2. A loading bar will appear at the top of settings editor while trying to apply the settings.

If any errors occurs, similar to the below will display, in red.

If valid site data has been entered, if will try to apply to devices:

3. Once completed, if successful, the below will be displayed.

This button requires valid login data to be entered within the Suprema Mobile Credential Settings
section.

Settings
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Setup Cloud and SMTP
This section will allow BioStar 2 Licencing, Cloud settings and SMTP settings to be setup without the BioStar 2 UI.

1. Click .

2. The below section will display:

Settings
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3. The first section will Licence BioStar 2, if you have purchased a BioStar 2 Licence (To use with the cloud section),
You can enter here and try to activate. Once activated, the status will change to True.

4. The second section will allow you to enter specific SMTP settings. Pressing will display the
below section. You can enter SMTP server settings that have been provided by provider.

Settings
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5. You can enter a test email that will be used to send a test email with entered SMTP settings here, pressing Test
Email will try to send.

Any feedback will appear on the main window, at the bottom, as previous sections detail.

6. The third section will allow you to choose a cloud Subdomain (If a BioStar 2 Standard or higher licence has been
applied).

You can enter a subdomain prefix (This will allow entry into BioStar 2 from the following link) and an

administrator email, pressing at the bottom will try to apply these settings (The popup window will
close as BioStar 2 quickly reboots).

The subdomain settings will then display as saved and un-editable.

Settings
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https://prefix.biostar2.com/


7. The final two sections are specific to how the QR and Visual emails will be formatted, Title is the subject of
email, Company name appears in the prompt to user, Logo appears at the top of email (And in QR available to
be enrolled in Apple wallet), Contact will appear as contacts within the email (and QR) and footer is specific to
the visual email, which will appear as the footer of the email.

Settings
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Enrollment Helper Client
The Enrollment Helper provides an enrollment window for fingerprints and faces on the Net2 Access Control
system. If you install the Enrollment Helper, you can enroll fingerprints and faces by opening a window for
enrollment directly from the Net2 Access Control system.

INFO

Enroll Credentials with Enrollment Helper
You can enroll fingerprints and faces for both existing and new users.

Enroll Credentials to Existing User

1. Run Net2 Access Control.

2. Click Users menu and select the user to enroll fingerprints or faces on the user list.

3. Click Tokens and then click Add Biometric.

The enrollment helper is automatically installed with the installation of the integration.

Enrollment Helper Client
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4. Click Login after entering the Username and Password for BioStar 2.

INFO

• A user can login with an account that exists in BioStar 2. A login session is remembered, so you
will not have to continuously log in, this uses the session timeout value from BioStar 2.

• Click to change the BioStar 2 Address and port. You can also enter an SMTP password if QR
email is used. There is also an option if IR face is being used (FS2/FL devices).

Enrollment Helper Client
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5. Fingerprints can be enrolled from the first section, faces from the second section. User information will
automatically populate below the Suprema logo. There will also be a prompt at bottom if user has existing
enrollments.

6. You can select either a USB device or Network connected device (Devices in BioStar 2) to complete the
fingerprint enrollment, you can also select a Quality limit on the received fingerprint, any existing fingerprints
will appear in the list before New, selecting New will enroll a new fingerprint, selecting any of the numbers will
remove and re-enroll that fingerprint.

Enrollment Helper Client
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7. Once scanned, fingerprint view will show a live version of the fingerprint, then turns green if accepted, press
confirm to register to the user.

Enrollment Helper Client

28



8. There are two options for the facial enrollment, a device connected to BioStar 2 can be used, or a visual email
can be sent. For device enrollment, selecting from list and then Scan Face will prompt for a scan. With output
displayed in the middle. Pressing Confirm will complete the enrollment.

Enrollment Helper Client
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9. For visual email, this requires email setup previously done in BioStar 2/Settings Editor, if setup correctly, this will
prompt Successfully sent enrollment email, you can press Exit after email has been sent.

Enrollment Helper Client
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10. Lastly, there is Send QR Email, this uses an SMTP client within the enrollment helper itself, so will need a copy
of the SMTP password (Mentioned in tip earlier), this also requires an existing token number to be registered to
the user in Net2. If successful, QR will prompt as sent, you can then press Exit.

Enrollment Helper Client
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Enroll Credentials to New User

1. Run Net2 Access Control.

2. Click Users menu and double-click New user.

Enrollment Helper Client
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3. Enter the user information to add and click Add Biometric.

4. The rest of enrollment is similar to above, but because the user is a New User, the user will not have an email
within BioStar 2, so both email options are disabled, if email is required, first add user in Net2 with Email then
wait for sync to BioStar 2.

Enrollment Helper Client
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Troubleshooting
This troubleshooting provides information to solve unexpected issues that you may encounter when using the
product.

• Check Logs folder present within install folder of Suprema Integration:

IntegrationSchedule.log is most likely (As this logs the sync), IntegrationBioStar.log logs the upload into
BioStar 2.

• Checking service status within Settings Editor can also shed some light on situation.

• Lastly, it can be a good option to enable Timed Sync, this ensures not just the event logs are used for syncage,
a full sync will happen periodically if enabled.

Q. User present within Net2 is not within BioStar 2 after some time.

Troubleshooting
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• Ensure all login information in Settings Editor is correct, especially OEM Client password:

Q. Service terminates abruptly.

Troubleshooting
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• Ensure SMTP Settings within Settings Editor are correct. (Test Email)

• Also ensure the correct email personalisation options have been entered/enabled.

Q. Errors sending email on Enrollment Helper.

Troubleshooting
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Appendices

Disclaimers
• Information in this web site is provided in connection with Suprema products.

• The right to use is acknowledged only for Suprema products included in the terms and conditions of use or sale
for such products guaranteed by Suprema. No license, express or implied, by estoppel or otherwise, to any
intellectual property is granted by this web site.

• Except as expressly stated in an agreement between you and Suprema, Suprema assumes no liability
whatsoever, and Suprema disclaims all warranties, express or implied including, without limitation, relating to
fitness for a particular purpose, merchantability, or noninfringement.

• All warranties are VOID if Suprema products have been: 1) improperly installed or where the serial numbers,
warranty date or quality assurance decals on the hardware are altered or removed; 2) used in a manner other
than as authorized by Suprema; 3) modified, altered or repaired by a party other than Suprema or a party
authorized by Suprema; or 4) operated or maintained in unsuitable environmental conditions.

• Suprema products are not intended for use in medical, lifesaving, life-sustaining applications, or other
applications in which the failure of the Suprema product could create a situation where personal injury or death
may occur. Should you purchase or use Suprema products for any such unintended or unauthorized
application, you shall indemnify and hold Suprema and its officers, employees, subsidiaries, affiliates, and
distributors harmless against all claims, costs, damages, and expenses, and reasonable attorney fees arising
out of, directly or indirectly, any claim of personal injury or death associated with such unintended or
unauthorized use, even if such claim alleges that Suprema was negligent regarding the design or manufacture
of the part.

• Suprema reserves the right to make changes to specifications and product descriptions at any time without
notice to improve reliability, function, or design.

• Personal information, in the form of authentication messages and other relative information, may be stored
within Suprema products during usage. Suprema does not take responsibility for any information, including
personal information, stored within Suprema’s products that are not within Suprema’s direct control or as
stated by the relevant terms and conditions. When any stored information, including personal information, is
used, it is the responsibility of the product users to comply with national legislation (such as GDPR) and to
ensure proper handling and processing.

• You must not rely on the absence or characteristics of any features or instructions marked "reserved" or
"undefined." Suprema reserves these for future definition and shall have no responsibility whatsoever for
conflicts or incompatibilities arising from future changes to them.

• Except as expressly set forth herein, to the maximum extent permitted by law, the Suprema products are sold
"as is".

• Contact your local Suprema sales office or your distributor to obtain the latest specifications and before placing
your product order.

Appendices
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Copyright Notice
The copyright of this document is vested in Suprema. The rights of other product names, trademarks and registered
trademarks are vested in each individual or organization that owns such rights.

Open-Source License
The Suprema Paxton Integration 2.0 has been developed under the GNU GENERAL PUBLIC LICENSE, If source code
access is required, please contact tech_uk@supremainc.com.

Appendices
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For more information about Suprema’s global branch offices,

visit the webpage below by scanning the QR code.

https://supremainc.com/en/about/global-office.asp

Suprema Inc.

17F Parkview Tower, 248, Jeongjail-ro, Bundang-gu, Seongnam-si, Gyeonggi-do, 13554, Rep. of KOREA

Tel: +82 31 783 4502 | Fax: +82 31 783 4503 | Inquiry: sales_sys@supremainc.com

© 2025 Suprema Inc. Suprema and identifying product names and numbers herein are registered trade marks of Suprema, Inc.

All non-Suprema brands and product names are trademarks or registered trademarks of their respective companies.

Product appearance, build status and/or specifications are subject to change without notice.
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